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1. Vorbedingungen Clientinstallation

Wenn Umgebung schon so aufgesetzt ist muss nur noch die Anpassung fur SSO gemacht werden.
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Ist weiter unten beschrieben.

Dies kann auch spater mit der SSO konfiguration nach der web_tier konfiguration gemacht werden.

2. 4-tier Client installation auf tccs umstellen

Dieser Schritt ist nur notwendig, falls dieser nicht schon bei Grundinstallation des 4-tier RichClient
gemacht wurde.

2.1 Feature Maintenance

Client Communication System Use configurations and Environments

@ Use configurations and Environments

Feature Maintenance

Please select the feature to configure below and click

Client C

2.2 Client Communication System Switch

E Use Configuration and Environments

F_"H-’ Teamcerter 12 SIEMENS = L

Enrln TEAMCENTER

¥ Mairtemancs
~ Configuration Mainteni
+ Oild Configuration
* Feature Maintenance
 (ient Communication ©
« Configuration Selecior Use Configurations and Environments
+ Fonsard Prosy Settings 3
Ervironment Settings 1
Reverse Proxy Settings
Kerbaros Authenticatio
Secure Socket Layer (S
Cliant Tag Filtar

Confirmation
Executing

2.3 Configuration Selection for Client Communication System

@ Shared (non-existing, modifiable)
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TEAMCENTER

iquration

Configuration
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rit Commurnication *
uration Selection
vation

2.4 Forward Proxy Settings

@ Do not use forward proxy

"W Teamcentor 12 SITMENS

Overvien TEAMCENTER

+ Maintanance

+ Configuration Mainbans
¥ Oid Configuration

¢ Faatuen Mairg

Exmeuting

2.5 Environment Settings for Client Communication System
Add...

e Name: tcprod

URI: http://avademo14:7070/tc
Tag:

SSO App ID:

SSO Login URL:
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-_;'.!' Teamcenter 12 SIFMENS o

Overen TEAMCENTER

* Wanbanance

+ Configuration Mainben:
Oid Conhgueaticn

* Fasturs Maintenance

+ Chent Communication !
Corfiguration Selection i ot st

Enbssr thei rnid

Seoure Socoot Layer (£
Clesit Tag Fites
Corfrmation
Exmouting

Add...

Name: TST SSO

URI: http://eTC-TST-WEB.hima.com:7070/tc

Tag:

SSO App ID: tctst

SSO Login URL: http://eTC-TST-WEB.hima.com:10090/tss-logservice/tccs

Hame
TET S50 Inlgr e TC-TST-WEE hirmd come TOT0AC

2.6 Reverse Proxy Settings

J E Skip reverse proxy criteria check
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2.6 Kerberos Authentication Settings

Next...

"W Toamcentor 12 CEMOIS - o

Overview TEAMCENTER

+ Maintenance
¢ guration Mainten:

Configurati
+ Foraard Pro

ot Layes (&
Oiank Tag Fiter

Confirmation
Exenusting

2.7 Secure Socket Layer (SSL) Settings

. @ Use Internet Explorer Certificate Store (Recommended)
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SENENS — O X
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e Oierg Cr

O Lisa Inbemet Explosar Carificabe Stos {Recomment

@ Disabls 55

Cartificate Stora

Raverss Prowgy Setting
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2.8 Client Tag Filter

Next...

-_;‘-" Teamoenter 12 OFMENG —

TEAMCENTER

Confirmation
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E"“"' TEAMCENTER

¥ Maintenanoa
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Install
This may take sevaral minutes depending on the speed of your computer,

Orverall Progress

o

Running comteamcenterinstalltceng

Show Details

close

2.9 Ergebnis

In C:\plm\tc12\portal\plugins\configuration_12000.2.0\client_specific.properties

66 #

67 # Runtime and custom entries below this line

68 PortalViewer Cache=C:/plm/tcl2/portal/temp

69 PortalViewer Optional Licenses=Simplified Rendering,ECRD, Concep]
httpServerCount=l

portalCommunicationTransport=tccs

2 tccsVersionFilter=

3 JttoasciiCommand=C:/plm/tcl2/jtutilities/bin/jttoascii

74 fileCacheEnabled=true

5 iiopServerCount=0

Siemens Ordner in C:\ProgramData\
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3. 1IS auf Webserver konfigurieren

Die 1IS Webserverkonfiguration wird wegen der Verifizierung Kerberos authentication bendtigt.

3.1 lIS installieren

3.1.1 Configure Microsoft IIS

WELLOE. TO JLEWER MAMHAGLE

UK START

B Add Roles and Features Wizard

Select server roles

Select one or more robes to install on the selected server

abon Type Roles

[ Active Directory-Rechteverwaltungsdienste
[ ] active Directory-Verbunddienste
[] Active Directory-Zertifikatdienste
(W] Datei-fSpescherdienste (2 of 12 installed)
[] Device Health Attestation
[] DHCP-Server
[[] DhS-Server
[] Druck- wnd Dokumentdienste
[] Faxserver
] Host Guardian-Dienst
[] Hyper-v
] MultiPirt Services
| : Netrwerkmchilmnien- und Zugriffsdiensie
[] Remotedesktopdienste
[[] Remotezugriff
] Velumenaktiviensngsdienste
b [W] Webserver (15} (34 of 43 installed) #
[] Windows Server Essentials-Umgebung
: : Windows Server Update Services (WSLIS)
L] Windows-Bereitstellungsdienste

- [} b4

DESTIRATION SERVER
avacemo 14

Description

Activg Derectory Lightweaght
Directory Senaces (AD LDS) stellt fir
vergeichnisfahige Anwendungen, die
micht die Infrastruktur der Active
Directony -Domanendsenste
bendtigen, einen Speicher fir
anwendungsspezifische Daten
bereit. Auf einem einzelnen Server
kinnen mehrere AD LDS-Instanzen
mit jeweils eigenem Schema
vorhanden sein.

< Previous | Mext »

Cancel
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Common HTTP Features

Default Document
Directory Browsing
HTTP Errors

Static Content
HTTP Redirection

Health and Diagnostics

HTTP Logging
Logging Tools
Request Monitor
Tracing

Performance

Static Content Compression
Dynamic Content Compression

Security

Request Filtering

Basic Authentication

Client Cenrtificate Mapping Authentication
Digest Authentication

IS Client Certificate Mapping Authentication
IP and Domain Restrictions

URL Authorization

Windows Authentication

Application Development

NET Extensibility 4.x
ASP

ASP.NET 4. x

CcaGl

ISAPI Extensions
ISAPI Filters

Server Side Includes

Note

Printed on 2025/10/29 01:11

Install only the available ASP.NET 4.x role services. Do not install ASP.NET 3.x role

services.

Management Tools

IS Management Console

4. C:\pIm\SSO einrichten

1. Ordner SSO von ... \avaCentralRepository\avaSSO\c\pIm\SSO nach c:\plm kopieren
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w 4 ¥ This PC * Local Disk (C) * plm * 550 * conf
W 550 i MName
bin ] uriworkermap.properties
conf ¥ web.config
log | workers properties
» el .| workers2 propertiessample

2. Pfade prifen in: ,C:\pIm\SSO\bin\isapi_redirect.properties”

=l isapi_redirectproperties E3

k Configuration file for the Jakarta ISAPI Redirector

# The path to the ISAPI Redirector Extension, relative to the website
# This must be in a virtual directory with execute privileges
extension uri=/jakarta/isapi redirect.dll

Lol L) B

1 o,

§ Full path to the log file for the ISAPI Redirector
log file=c:\plm\SSO\log\isapi redirect.log

N Ve I

# Log level (debug, info, warn, error or trace)
log level=error

= =
[

P

worker file=c:\plm\SSO\conf\workers.properties

b
Bx L PO}
Eos
I
]
=
ot
in]
T
rt
=
t
5]
ct
=
(i ¢}
E
n]
H
~
1]
]
]
0
]
*]
e ]
(i
1
t
(1]
(1]
'—11
-
[
m

P -

§ Full path to the uriworkermap.properties file
worker mount file=c:\plm\550\conf\uriworkermap.properties

F
| R [

=

3. In ,C:\pIm\SSO\conf\workers.properties” host anpassen

[=] workers.properties E3

10

11 #

12 # Defining a worker named ajpl3w and of type ajpl3

13 # Note that the name and the type do not have to match.
14 #

15 worker.ajpl3w.type=ajpl3

16 @worker.ajpl3w.host=avademol4 .hawaii.com

17 worker.ajpl3w.port=8009

18 worker.ajpl3w.max packet size=65536

A0

5. Modify Tomcat server.xml

In ,C:\pIm\webapp\apache-tomcat-9.0.16\confi\server.xml“ anpassen:
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= serverxmi E3
114 ~
115 <!-- Define an AJP 1.3 Connector on port 8008 ——>
116 @ <!—— <Connector port="8009" protocol="AJP/1.3" redirectPort="8443" /> ——>
117 @ <Connector port="8009" protocol="AJP/1.3" redirectPort="8443" secretRequired="" maxTk
<!-- <Connector port="8009" protocol="AJP/1.3" redirectPort="8443" /> -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443"
secretRequired="" maxThreads="800" packetSize="65536" URIEncoding="UTF-8"
tomcatAuthentication="false"/>
6. 1IS konfigurieren
1. Configuration Editor
&) Intemet Information Services (I15) Manager - [} *
9. avaDEmO14 » @
File View Help /
Q-2 I8 ¥J Configuration Editor \ y A
) Start Page Section: systermwebSenver/webSocket - * 3
- 5 AVADEMO14 (HAWAIinfodb |~ Poth: g
- :}:::mnon Foals enabiled True Configuration
) pinglnterval 00:00:00 MM
receiveBufferLimit 2147483647 \ Section A
L]
receiveBufferLimit
Data Type:uint
Value Range: Minimum:d, 096 - Maximum:2, 147,483 647
q » 7 Features View |5 Content View
Configuration: ApplicationHost.config -
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fe

File View Help

9 ¢ AVADEMON4 »

ﬁ Internet Information Services (115) Manager

|ﬂ-u=ﬁ-
@, .}

"4

| ¥ Configuration Editor

4G Beystem.webServer/serverRuntime -‘h

Wi Start Page
« M3 AVADEMO14 (HAWAINinfodb

Configuration: ApplicationHost.config

~ Deepest Path: MACHINE/WEBROOT/APPHOST

<2 Application Pools altemateHostName
- Sit
s appConcurrentRequestLimit 5000
authenticatedUserOverride UsehuthenticatedUser
enabled True
enableNagling False
frequentHitThreshold F
frequentHitTimePeriod 000010
manfequestEntityAllowed 4294967295
uploadReadAheadSize 2147483647
uploadReadAheadSize \
Data Typewint ‘!
Value Range: Minimum:0 - Masimum:2,147 483,647
. ¥ 7] Features View | Content View

- ] -
w ot 8-
N
& Apr
e Cance
_F Gensrate Scnpl
Configuration
Search Configuration
Section A
Inlock Se l
[ " EE
.

2. Website hinzufugen

w2 Refresh

= = TITLET.
v iﬂ AVADEMO14 (HAWAIINInfodb
2 Application Pools Name
' & Def;

\.;- I: sihnr
@@ Add Website.. *

= Switch to Content View
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Add Website ? X

Site nam

tesso tesso Select..

Content Directory
Physical path:

Chinetpub\wwwroot h -

Pass-through authentication

Connect as... Test Settings...

Binding
Type: IP address: Port:
http ~ | |All Unassigned ~ | |10090
Host name:

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

oK Cancel

3. Remove NTLM
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% Internet Information Services (l1S) Manager
& @ » AVADEMO14 » Sites » tcsso »

File View Help

connections 0 Authentication h

Q- & |8
i €5 Start Page Group by: No Grouping  ~
~ 93 AVADEMO14 (HAWAINinfodb =
2 Application Pools _Name /Status \ Response Type
v 1 Sites : Anonymaous Aulhentlcatlcg‘ Disabled
. @ Default Web Site ASP.NET Impersonation Disabled
s &t Basic Authentication Disabled TTP 401 Challenge
a’i Digest Authentication Disabled TTP 401 Challenge

Forms Authentication

Disabled TTP 302 Login/Redjrect
Windows Authentication %  Enabled HTTP 401 Chaneo‘

RMB Windows Authentication, Providers

Privithen ? * Prividers 1 *
[Eruslde Pocraoers: Lrumtbad Prral iy
[Hegotate Move U Hogatiste
* Femoee
Solect & pravidor from B lisk of svailable peoviders and ol Aad Sedext & prowsder fram the list of sailable providers and click Add
0 add il B Bhe pnalbiled providernt, in add & fo fhe snabled provaders
Avalabis Prova s dwailabie Prov chers:
o =
wird
4. Virtuelle Verzeichnis hinzuflgen
v 93 AVADEMO14 (HAWAINinfodb{| —————
ASP.NET

2} Application Pools
~ &l Sites E'[i
» @ Default Web Site MET Author
N a tE55E|| [ o T 1P

& Explore

Edit Permissions...

T Add Application...

w1 Add Virtual Directory... '«

Edit Bindings...

16/42 Printed on 2025/10/29 01:11


https://www.techappwiki.de/lib/exe/fetch.php?media=tc_sso_027.png
https://www.techappwiki.de/lib/exe/fetch.php?media=tc_sso_028.png
https://www.techappwiki.de/lib/exe/fetch.php?media=tc_sso_029.png
https://www.techappwiki.de/lib/exe/fetch.php?media=tc_sso_030.png

17/42 Printed on 2025/10/29 01:11

Add Virtual Directory ? X

Site name: tcsso
Path: /

Alias:

jakarta h

Example: images

Physical path:
C:\pIm\SSO\bin h

Pass-through authentication

Connect as... Test Settings...

OK Cancel

Connections
€-id |2 |8

-9 Start Page
v 93 AVADEMO14 (HAWAIN\infodb
.} Application Pools
v @l Sites
> @ Default Web Site
v @ tcsso
.[7] App_Data
» [ aspnet_client
> 4 jakarta

5. ISAPI and CGlI Restrictions
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& Internet Information Services (1I5) Manager - O X
e 95 AVADEMON4 » e 8-
File View Help
Connections Lo Actions
| @2 ISAPI and CGl Restrictions -
LR .- Add N
3 Start Page Use this feature to specify the ISAP] and Gl extensions that can run on the Web server. Edit Feature Settings
~ %3 AMADEMON4 (HAWAINinfodb ) @ Help
i Application Pools sl e ‘“" Grouping -
w ] Sites Description Restriction  Path
@ Defautt Web Site [Active Server Pages _ Allowed  %windir\system32ynetsrdaspdl
- @ m ASPNET v2.0.50727 Allowed Sewindirf\Microsoft NET\Frameworked\w2.0.507 2 Naspn.
J App_Data ASPNET V2050727 Allowed  %windir\Microsoft NET\Frameworkiv20.5072Taspnet_.
| aspnet_lient ASPMET v4.0.30319  Allowed SwindirMicrosoft NET\Frameworkivd 030319 aspnet_.
& jatarta ASPMET w40.30319  Allowed SwindirsiMicrosoft NET\Frameworke4w4.0.303 19 aspn..
Add ISAPI or CGI Restriction ? e
ISAPI or CGlI path:
CApIm\SSO\bin\isapi_redirect.dll h |
Description:
isapi =

Allow extension path to execute

OK Cancel

“J ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server.

Group by: Mo Grouping -

Descri ptio; Restriction  Path

Active Server Pages Allowed Sewindirit\system32\inetsr\asp.dil

ASP.NET v2.0.50727 Allowed Fewindirfe\Microsoft. NET\Frameworkb4\w2.0.5072aspn..,
ASP.MET v2.0.50727 Allowed Sewindirte\Microsoft NET\Framework\w2.0.5072 Naspnet_..
ASP.NET v4.0.30319 Allowed Sewindirfe\Microsoft NET\Framework\w4.0.3031%aspnet _..
ASP.NET v4.0.30319 Allowed Sewindirie\Microsoft NET\Framework64'w4.0.3031%aspn...
isapi Allowed CAplm\SSON\bin\isapi_redirect.dll

6. ISAPI-Filter
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ﬂ’ Internet Information Services (IIS) Manager

- = %3 » AVADEMO14 »

File Wiew Help

|

& - | &

Wy Start Page
~ 93 AVADEMO14 (HAWAINinfodb

2 Application Poals
w8l Sites
» @ Default Web Site

93 ISAPI Filters s

Use this feature to configure ISAPL filters that process requests made to the Web server.

Group by: Mo Grouping -
—— - .

- m] .
w o M-

View Ordered List

B Help

Mame Executable

Entry Type

[ASP.Net 20507270 %windir%\Microsoft NET\Frameworkiv2.0.50727\asp... _Local

@ "—'55‘—" ASP.Net_2.0.50727-64 %ewindirf\Microsoft NET\Frameworkef\v2.0.5072Ma.. Local
;-3 App_Diata ASP.Net_4.0_32bit %windir%\Microsoft NET\Frameworkiv4.0.3031%asp..  Local
;- _‘"‘;':te‘-""-’“‘ ASP.Net_4.0_64bit sewindir\Microsoft NET\Framework6d\va 030319, Local
o A a
Add ISAPI Filter ? x,

Filter name:

isapi *

Executable:

|kaplm\550‘ahin\isa pi_redirectdil e -

OK Cancel

¥ [SAPI Filters

Use this feature to configure ISAPI filters that process requests made to the Web server,

Group by: No Grouping

MName
ASP.Net_2.0.50727.0
ASP.Net_2.0.50727-64
ASP.Net_4.0_32bit
ASP.Net_4.0_c4bit
isapi

Executable

Sewindir®s\Microsoft. NET\Frameworkhv2.0.50727\asp...
Sewindirts\Microsoft NET\Framework6d\w2.0.50727\a...
Sewindir¥\Microsoft NET\Frameworkv4.0.3031%\asp...
Fewindiris\Microsoft. NET\Framework64\v4.0.30319a...

CAplm\SSO\bin\isapi_redirect.dll

Entry Type
Local
Local
Local
Local
Local
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B Administrator; Command Prompt

7. Default Web Site deaktivieren

Bleibt auch bei Reboot gestoppt...

File View Help
Connections ™ . Actions
@~ 8 Q Default Web Site Home 5 A
3 Start Page Filter: - Go - g Show All g
« 93 AVADEMO14 (HAWAINinfodb \SPNET . I Edit Site
L} Application Pools ' - a
« & Sites -
€ Default Web Site NET Authorization NET Compilation
w g tesso Rules
App_Data . @
aspnet_client T Manage Website ~
« | jakarta MET Error Pages .NET Globalization
‘ *
Browse Website

IS testen: http://avademo14:10090/ 1IS wird auf Tomcat umgeleitet

G | s avademold .-;—-:' ¥ ':-' L # | Apache Tomcat 0,16

Home Documentation Configuration Examples Wiki Mailing Lists Find Help ~

Apache Tomcat/9.0.16

ommendad Reacting Sorvar Sindus

g Security Considerations How-To = =
Manager App
f& Manager Application How-To

Clustering/Session Replication How-To Host Manages
Developer Quick Start

Tomcat Setup Healms & AR Examplas Sandletl Specifications

Flrst Wak Applicatior JDBC DataSources pmcat Versions
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7. Installing Security Services

7.1 SSO Sources vorbereiten

In aktuell installiertem Patch, z.B.
..\Tc12.2.0_patch_8 wntx64\wntx64\additional_applications\sso\(JTcSecurityServices12.2 20200318.z

ip

entpacken:
addational_spplications * 0 * TeSeountySeraces| 22 20200318 TeSacurity default
e 50 2
" TeSacuritySanvioes12.2_20200318 BT in5TALL S50.EXE
w Tepourity IMSTALL S50.TE
AgachaDs = IMSTALL_TOWEREXE
£5.CT IMSTALL_TOWEERLTE
Customization lagin_bannerzip
de_de TEAMCENTER_APACHEDS jar
A TEAMCEMTER_COMMONS_LOGGING jar
TEAMCEMTER_LDAPSDIK jar
g8 T

Folgendes ausflhren:

..\wntx64\additional_applications\sso\TcSecurityServices12.2 xx\TcSecurity\default\INSTALL_SSO.EXE
...\wntx64\additional_applications\sso\TcSecurityServices12.2 xx\TcSecurity\de de\INSTALL SSO DE_
DE.EXE

Ergebnis: icd Folders

’T‘. :c‘-.Tn:'I2.E.G_patch_B_\-.'nt:-cM‘-.'.'-'ntxMI.add|t|<:|r|aI_appllcatlc'ns\ssd 4

Fal

550 Name

Ti i i , 1 - - |

cSecurityServices12.2_20200318 TeSecurityServices12

TeSecurity install.axe
ApacheDS I TcSecurityServices1d
es.cz i TEAMCENTER_S50_
Customization | TEAMCEMNTER_SS0_
de_de

icd *

default

icd s

7.2 SSO ICD kopieren

Start ,,C:\pIm\web_tien\insweb.bat«
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& Teamcenter Web Applicati.. — W X
Welcome to the Teamcenter Web Application Manager
Web lication
Slemans PLM Software Gt ¢
Tc Web Tier Add...
—
Remove
Modify...
C ICDs...
SIEMENS | ey e
Reload ICDs
L - |
[
Help || Exit

Zuvor extrahierte ICD einlesen

ol

A\ Te12.2.0_patch_8_wntxbd\wntxbd\additional_a pplicatiﬂns".,ssd ~

-~
Cal

S50 MName
TeSecurityservices12.2_20200218 TeSecurityServices12
TeSecurity install.exe
ApacheDs i TcSecurityServices13
cs.cz | TEAMCENTER_SSO_
Customization 1| TEAMCENTER SS0._
de_de
icd *
default

icd *

8. Tss-logiservice erstellen

8.1 Create the Login Service

1. Start the Web Application Manager

e c:\plm\web_tier\insweb.bat
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B C\Windows\system32\cmd.exe

Java must be installed...
Teamcenter Web-Anwendungs-Manager

¢ Select: Hinzufiigen...

& Teamcenter Web-Anwendung.. — UJ X

Willkommen bei Teamcenter Web-Anwendungs-Manager

Web-Anwendungen

# Hinzufiigen...

SIEMENS ICDs kopieren...

ICDs neu laden

Hilfe Beenden

2. Add Web Application
e Name: tss-loginservice
e Staging Location: c:\pIm\web _tier\tss-loginservice
e Advanced Web Application Options...

Zu verwendende Datei: tss-loginservice
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& Add Web Application

- O X

& Advanced We.. - O > Name tss-loginsenvice

Staging Location Cplmweb_tierlss-loginsenice

% [ Browse... |

[v] Automatically Build Deployable File
Deployable File Hame|lss-lo ginservice J

Copy Main ICD Files Local
[] Copy Mai i ly . \ | Advanced Web Application Options... h ‘

Session Timeout [1440 ) _
E— Disk Locations for Install Images
[] Distributabile Dipim\isoftwareitciTc12.2.0_patch_8&_wntx64'wnixG4\additional_applications\ssolT... Add... |
D:\pimisoftware\tciTc12.2.0_patch_8_wntx64wnix64\additional_applicati T... =
temove
I oK H Cancel || Help ‘ S

Solution Type: Thin Client

Selected Solutions

Teamcenter - W Tier Infrastructure

Teamcenter jeb Tier Core Applications

Disk Locations for Install Images

Diplmisoftwareltc\Tc12.2.0_patch_8_wntx64\wntx64\additional_applications\ssolTc SecurityServices12.2_20200318\Tc Security\de_de
Diplm\softwareltc\Tc12.2.0_patch_8_wntx64wnix64\additional_applications\sso\Tc Security Services12.2_20200318\Tc Security\default

3. Disk Locations for Install Images

e Add...

Enter disk locations

The Disk Locations for Install Images box contains the default path to the installation files for

the Teamcenter solutions on the software distribution image. For this install, select the directory
containing the INSTALL_TCWEB.EXETZ and INSTALL_SSO.EXE/TZ files for your system. You can
change this default path if necessary by selecting one default path and clicking Modify.

Note

Additional language support requires the same process for each INSTALL_SS0O_jocaie.EXE
file. Add this location to the list of disk locations. For example, the install-roofde_de
location contains the following files for the German language:

+  TEAMCENTER_SSO_LOGINSERVICE_DE_DE.jar
+  TEAMCENTER_SSO_LDAPIDPROVIDER_DE_DE.jar
+  TEAMCENTER_SSO_LOGINSERVICE_MELP_DE_DE.jar

4. Solution Typ: - Thin Client

Losungstyp: Thin Client

5. Selected Solutions

Solutions...
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e Select the following:

o Security Services Login Service Web Application (required)

o Language (optional)

& Select Solutions - O X

L] 8) Teamcenter 12.2.0.8 Global Services Framework - Security Proxy

]9} Teamcenter 12.2.0.8 Global Senices Framework - Teamcenter Enterprise Connector
[]10) Teamcenter 12.2.0.8 Global Services Framework - Teamcanter SOA Connactor

[] 11} Teamcenter Security Services Identity Service Web Application

—

| 12} Teamcenter Security Services Java APl Documentation

[¥] 13) Teamcenter Security Services Login Service Web Application h
[[]14) Teamcenter - Web Tier Core Applications [2]

L1 15) Teamcenter 12.2.0.8 Global Services Framework - EPSync Reactor [6]

[ 16} Teamcenter 12.2.0.8 Global Services Framework - JMS Messaging [6]

117} Teamcenter 12.2.0.8 Global Services Framework - Teamcenter Sourcing [9]

[¥] 18} Teamcenter Security Services Login Service Wab Application Localization (German) [13]

e Confirm with: OK
6. Terminate Add Web Application

¢ Check entries...

DeipimisoftwaretcTe12.20_patch_8_wabnbdnwnixbdadditional_applicationsissolTcSe..
pim'softeareitc Te12.2.0_patch_8_wmitnbdwniofdadditional_applications\sso\TcSe...

Solution Type: Thin Cllent |-
Selocted Solutions

Teamcenter Securty Serices Logmn Serv y Wl Apphc abon

Teamcenter Security Services Login Service Web Apphcaton Localization {German]

& Add Web Application - ] *
Hame tss-doginsendce |
Staging Location ‘Cplmiwe b_lientss-logins endce Browse...
Description
idvanced ¥Web Applcabion Ophons...
Disk Locations fof Install images

I . Sodutions... .
[¢]]

¢ Confirm with: OK
7. Progress:

¢ Confirm with: OK

Printed on 2025/10/29 01:11
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& Progress

\TEAMCENTER_SS0O_LOGINSERVICE_HELP_DE_DE jar.
Done with extraction of files...

Starting generation of web.xml file...

Done with generation of web.xmil file...

Starting processing PARAM_FILESITABLE_FILE tags...
Done with processing PARAM_FILESITABLE_FILE tags...
Starting generation of WAR file .

Dione with generation of WAR file...

Installation complete,

Click OK to continue.

OK

& Teamcenter Web-Anwe ndung.. — [ X

Willkommen bei Teamcenter Web-Anwendungs-Manager
Web-Anwendungen
Tc Login Service

Slemens PLM Software

Hinzufiigen...

Entfermen

Andemn...

SlEM ENS ICDs kopieren...

ICDs neu laden

Hilfe Beenden

]
Mame

W web_tier
help

icd

| tss-loginservice.war

jars
logs
> TcWebTier
v tss-loginservice
deployment

> webapp_root
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9. Tss-idservice erstellen

9.1 Create the Identity Service
1. Start the Web Application Manager

e c:\pIm\web_tier\insweb.bat

Printed on 2025/10/29 01:11

B C\Windows\system32\cmd.exe

Teamcenter Web-Anwendungs-Manager

¢ Select: Hinzufligen...

& Teamcenter Web Application Manager - O X

Welcome to the Teamcenter Web Application Manager

i .:_._'! Tec WELjITIEF . # Add...
tss-loginservice

Copy ICDs...

SIEMENS

Reload ICDs

Help Exit

Add Web Application
e Name: tss-idservice
e Staging Location: c:\pIm\web _tier\tss-idservice
e Advanced Web Application Options...

Zu verwendende Datei: tss-idservice
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& Add Web Application — O X
Name ftss-idsenvice |

Staging Location|_C'.\pim\web_tientss—idsen.rice | Browse...
Description

Advanced Web Application Options...

Dis| ions for Install Images
¥Dimisoftwareltc\Tc12.2.0_patch_8_wntx64\wnix64\additional_applicati...| Add...
D:\plm\softwareltc\Tc12.2.0_patch_8_wntx64\wntx64\additional_applicati...

& Advanced We.. — | X

Automatically Build Dleployahle File Remove
Deployable File Namejlss-idsernvice t
Modify...

[_] Copy Main ICD Files Locally

Session Timeout 1440 |

Solution Type: | Thin Client ‘v]
[ Distributable
: Selected Solutions
| OK || Cancel “ Help | Teamcenter - Web Tier Infrastructure ‘
Teamcenter - Web Tier Core Applications

‘ OK H Cancel H Help ‘

2. Disk Locations for Install Images

e Add...

Disk Locations for Install Images
Di\plm\software\tc\Tc12.2.0_patch_8_wntx64\wntx64\additional_applications\sso\Tc SecurityServices12.2_20200318\Tc Security\de_de |
Diiplm\softwareitc\Tc12.2.0_patch_8_wntx64\wntx64\additional_applications\sso\TcSecurity Services12.2_20200318\Tc Security\default

3. Solution Typ: - Thin Client

Losungstyp: Thin Client b

4. Selected Solutions

Solutions...

Select the following:

e TC Security Services Identity Service Web Application (requiered)
e Language (optional)
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@ Select Solutions - O %

[] 109 Teamcemer 12.2.0.8 Global Services Framework - Teamcenter S0A Connecior

[+] 11) Teamcenter Security Services identity Service Web Application *

[]12) Teamcenter Securty Services Java AP| Documentation

D 13 Teamcenter Securty Services Login Sarace Web Application

[] 14) Teamcenter - Web Tier Core Applications [2]

[] 15) Teamcenter 12.2.0.8 Global Services Framework - EPSync Reactor [6)

[] 16) Teamcenter 12.2.0.8 Global Services Framewark - JMS Messaging [6) /
[[] 17) Teamcenter 12.2.0.8 Global Services Framework - Teamcenter Sourcing [9]

18) Teamcenter Security Services identity Service Web Applcation Localization (German) [11]

[ 19) Teamcenter Sacurity Services Login Service Web Application Localization (Garman) [13] [+

Lok || cancar || e |

e Confirm with: OK
Terminate Add Web Application

¢ Check entries...

@ Add Web Application — O »
Hamea 1ss-ldsenice |
Staging Location C:\pimweb_tiefiss-idsenice |  Browse.. J
Description
| Advanced YWeb Application Options...
Disk Locations for nstall images
Dcplmisoftware'tciTed 2.2.0_patch_8_wnixGdwntxGd\additional_applicati... Add_.
Dcplmisoftware'tciTel 2.2.0_patch_8_wnixG4'wntxG4\additional_applicati... I =
Bmave
Modity...
Solution Type: | Thin Client -
Selected Solutions
Teamcenter Security Sendces identity Service Web Application
Teamcenter Security Sendces identity Service Web Application Localization
Solutions....

Lok || cancer || vew |

e Confirm with: OK

5. Progress:

Printed on 2025/10/29 01:11
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& Progress

\TEAMCENTER_SS0O_LDAPIDPROVIDER_DE_DE jar.
Done with extraction of files...

Starting generation of web.xmil file...

Done with generation of webaxmil file...

Starting processing PARAM_FILESITABLE_FILE tags...
Done with processing PARAM_FILESITABLE_FILE tags...
Starting generation of WAR file_.

Dione with generation of WAR file..

Installation complete,

Click OK to continuea.

e Confirm with: OK

B Teamcenter Web Applicati... — 4

Web Applications

Slemens PLM Software

Tc Web Tier

tss-idsernvice
tss-loginservice

SIEMENS L

Reload ICDs

Help “Exlt
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W web_tier Mame

clean_icd - . ,
- | | tss-idservice.war

help
icd f
jars
logs
TcWebTier
v tss-idservice

deployment

webapp_root

10. Tss-loginservices anpassen

10.1 LdapAdmin

10.1.1 Mit LdapAdmin Loginuser uberpriifen

=2 LDAP Admin =4, Connections
Start Edit View Tools ? 42| @ > v

% Connect.. * _ e | E 2

: Mew connection
Private

Exit ‘
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>

Connection properties

Connection name: | |

General  Opfions Aftributes

Connection: l *

Host [wndemnM Port: | 3689 “ersion:| 3 v|

Base: Fetch DiMs

(@ Simple authentication
() GSS-AP

Account

Usemame: | hawailinfodba *
Password: i h

[ ] Anonymous connection

Test connection * Ok, _

Ldapadmin pd

o Connection is successful,

oK

10.1.2 tss-loginservice anpassen, Modify Tables

& Teamcenter Web Applicati.. — 0] pd
Welcome to the Teamcenter Web Application Manager

Web Applications
Slemens PLM Software
Te Web Ti
¢ Web Tier Add..
tss-idservice
nginsenvice Remove
q Modify...
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Name
Staging Location

Description

Solution Type:
Installed Solutions

& Modify Web Application

- (] X

Modify Web Application Information...

Thin Client

Modify Disk Locations...

Modify Context Parameters...

Modify Tables...

Add Solutions...

Teamcenter Security Services Login Service Web Application
Teamcenter Security Services Login Service Web Application Localization (German)

Reinstall Solutions...

Generate Deployable File...
Copy ICD Files...
ICD Files Last Copied: <No copy done> AL L NS
OK Cancel Help
& Modify.. — O X
Tables
Login Input Definitions
g =l
OK Cancel Help
& Modify Table - O *
Table: Login Input Definitions
name where required idpkey
lcss0_username form true User
licsso_password  [form Fﬂ_@u Password
fcsso_newpassword ||":‘"'ﬂ false MewPassword Add Row...
tcsso_confirmpass... [form [false MotMeeded
tceso_locale [form |talze UserLocale Remove Row
Table Description

identity provider

The value must be of type BOOLEAN. This column requires a value in each field

* |dpkey. This defines the corresponding key name as known within the underlying

The valua must be of type STRING". This column requires a value in each field.

afn]

o ][ conca ] o |

10.1.3 tss-loginservice anpassen, Modify Context Parameters
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& Modify Web Application _ O %

Hame
Staging Location

Modify Disk Locations...
Description *‘ Modify Context Parameters...
Modify Tables...
Solution Type: Thin Client

Installed Solutions _ Add Solutions...
Teamcenter Security Services Login Service Web Application Reinstall Solutions...

Modify Web Application Information...

Teamcenter Security Services Login Service Web Application Localization (German}

Generate Deployable File...

Copy ICD Files...
View Component Versions...

ICD Files Last Copied: <No copy done>

ox_|_cancn ][ |

tcsso.login_service.sso_service_url: http://avademol4.hawaii.com:7070/tss-idservice

identityServicePassword: sicheres Passwort eingeben: 1InFodbAA

tcsso.behind_sso_gateway: true

tcsso.gateway.field.type: remote_user

tcsso.gateway.field.name: REMOTE_USER

tcsso.login_service.enable_session_agent_applet:|false

tcsso.login_service.enableCsrf: false

& Progress =

File generation complate L

li'.‘.llck OK to continue

o« |

& Modify Context Parameters - ] *

Contexi Paramelars

Reaqg Hame Value
wabmasber change_me_webmasler_name@change_me_gmail_domain
IC8 50 Inqg_s Erace E[l{lld TCSS0LoginSanice
tessolagin_sendce http_connection_cose keep-alive
Icgs0lagin_sendcerp_cookieMamePathemn PD:-H-SESSION-ID, PD-3-ZESSION-I0, SMSESSION
tessolagin_sendce proxyURL
Icg S0 lagin_sendcd 850_sendce_ur —-‘ hiip-Favademo 4. hawail.com: T0T0ASs-idsendce

identitySendcePassword i (sesssses

ics 50 behind_sso_gateway ruie

cg 50 gateway Neld.ype 3 remote_user
tes S0 gateway feld.name REMOTE_USER
tcssousemamae filer.class
tcs 50 client enable notice. consent logon, banner false
tcs so forgotten password URL
tcs s onling_help enable true
tcsso login_sendce enable_session_ageni_applet —!‘ false
tcsso login_senace force_web_browser_login false
tcsso frame_ancesiors none
tcsso federation_type none
tcsso federation_urd

tcsso federation_reply_ur
tcsso federation_logout_urd

I I | O

[ ]  [tcssocors_whitelist
| L] |DEBUG wam
|1 Jtcezolngin_senice enableCer — |flze
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10.2 Tss-idservices anpassen

10.2.1 tss-idservice anpassen, Modify Tables

& Teamcenter Web Applicati.. —

Web Applications

Slemens PLM Software

Welcome to the Teamcenter Web Application Manager

O X

Add...

Modify...

& Modify Web Application — O =
Name Modify Web Application Information...
Staging Location
Madify Disk Locations...
Description Modify Contaxt Parameters...
# Modify Tables...
Solution Type: Thin Clhent
Instalied Solutions Add SOlTIGNS...
Teamcenter Security Services identity Service Web Application Relnstall Solutions...
leamoenter S r.||r|1',' Senices I-ﬂl"ﬂllt} sSarice Web Jlrlrl Ication Localizabon (sermnan)
Generate Deployabie File...
Copy ICD Files...
ICD Files Last Copied: <No copy done> N Comenanl Xarsinees
| Ok || cancel || e |
& Modify.. — O X
Tables
S50 Token Specification Ta...
; . Modify...
LDAP Domain map ify
LDAP Configuration
oK Cancel Help
& Moadify Table O x
Table: Application Registry
Application 1D | Application Root URL LDAP UserMame Afiribute Trusted Application | Strip Domain Name
TCEnlergaise |change_me_enterprise_RootlJRL TCEnterpriseUserMame false false
TCEngineering |change_me_engineering_RoatURL TCEngineeringUserMame false false
TCE50LoginSendce |unused_do_not_change TCE250LoginSendcelserMame [false false
TCReguirements |change_me_requirements_RoofURL TCRequirementsUserMName false false [
TCCammunity |change_me_community_RoolURL TCCommunitflseriame false false | Add Row..
\TCProject :‘I'J'I ange_me_praject_RootURL TCProjectUsarMame false false | n Fr—
TCIntegrator |change_me_integrator_RootURL TCIntegratorUsertame false false |—
TcContentManagement  |change_me_ContentManagament_RootURL  |[TCEngineeringlserName false false
\TeamcenlarBOM ;Nn_change_needed_TeamcenlerEIOM TCEngineeringlserMame false false
\Teamcenter |change_me_Teamcenter1_RootlJRL uid false false
Teamcenter? |change_me_Teamcenter2_RoollJRL sAMAccountMame false false
Application ID: tcprod (SID...)
Application Root URL: http://avademol4.hawaii.com:7070/
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LDAP UserName Attribute:|sAMAccountName

Trusted Application: false
Strip Domain Name: true
& Add Row to Table - Application L. — o X

Application 1D 1cprod
Application Root URL hitg Havademotd hawall com 707
LDAP UsarMame Attribute s AMAccounthame

Trusted Application Talse :I
Strip Domain Name true |+ |
. .
[ OK | | Cancel [l Hizlp l

10.2.2 tss-idservice anpassen, Modify Tables

&% Modify Web Application - O *
o Modily Web Application Information...
Staging Location
Maodify Disk Locations.
Description Modily Context Faramelers...
Modify Tables...
Solution Type: Thin Clignt
Installed Soluticns Add Solutions...
Teamcenter Securty Serdces Identity Sendce W Reinstall Solutions...
Teamcenter Security Services ldentity Service We liza [ Garmar
Generate Deployable File...
Copy ICD Files...
ICD Files Last Copied: <No copy dones L
| OK | Cancel | | Help |
& Modify Table - m} *
Table: LDWP Domain map
User Supplied Namie LO4® Domain Mame or BaseD®l |
& Modify.. — O X |_Mdnow.. |
| Remove Row |
Tables
S50 Token Specification Ta...
- - Taible Description
Application Registry Modify Mdentity Provsder. e sting containg 3 '=", i will b irferpaeted a5 a BaseDM and -
H — Sorwardad o the dentity provider unmodified Hitis 3 domain nama of the form "Ly il
LDAP m“‘ m “will be comverted bo the BaseDN THC=x, C=y, DC=1" and forwarded 1o the identdy
LDAP Configuration pravder
The value must b2 of fype STRING. This columin requires a valise in each field I
OK Cancel Help — . [Lcemest v .

User Supplied Name:

infodba (Domanenbenutzer welcher abfragen darf ob TC-User
Mitglied in Domane ist)

LDAP Domain Name or BaseDN: hawaii.com
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& Add Row to Table - LDAP Domain map  — O X
User Supplied Name linfodba |

LDAP Domain Name or Buse[}l{hawaii.cum |

OK | Cancel | Help

10.2.3 tss-idservice anpassen, Modify Tables

Printed on 2025/10/29 01:11

& Modify.. — O X
Tables
550 Token Specification Ta...
Application Registry i
LDAP Domain map o
LDAP Configuration
oK Cancel Help
& Modify Web Application — O *
Name | Madily Web Application InTormation...
Staging Location !
| Modity Disk LoCations...
Description | Modity Context Parameters..
*i Madity Tables...
Solution Type: Thin Client
Installed Solutions N Add Solutions...
Teamcenler Security Services ldentity Sarvice Web Application i Reinstall Solutions...
Teamocenter Security Services dentity Sendce Web Application Localization (Garman)
| Generate Deployabie File...
i Copy ICD Files...
ICD Files Last Copied: <No copy done> —
| Ok || cancel || Help |
& Modify Table — O o
Table: LDAP Configuration
Prim..| LDA..| LDA..| LDA.| LDA_| Max _.|Quer. |Quer. |User. | Fall .. |user.| LDA.| LDA.. ’
Add Row...

Remove Row
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¥ Add Row to Table - LDAP Configurati... — (]
Primary LDAP Y|w]
LDAP Host avademo14 hawaii.com
LDAP Port Humber 389
LDAP Port Number Override? |N | = |
LDAP Connect Type Idap |+
Max LDAP Connections 20
Query DN infodba@hawaii.com
Query DN Password TTTTITTTY
UserObjectClass user
Fall back to User Attribute Y™ |
User Attribute sAMAccountiName

LDAP Connection Setup Delayr|-1
LDAP Connection Timeout |0

| 0K | Cancel | Help |
Primary LDAP: Y
LDAP Host: avademol4.hawaii.com
LDAP Port Number: 389
LDAP Port Number Override?: |N
LDAP Connect Type: ldap
Max LDAP Connections: 20

Query DN:

infodba@hawaii.com

Query DN Password:

infodba (Passwort User)

UserObjectClass:

user

Fall back to User Attribute: Y
User Attribute: sAMAccountName
LDAP Connection Setup Delay: -1
LDAP Connection Timeout: 0

10.2.4 tss-idservice anpassen, Modify Context Parameters
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& Modify Web Application _ 0O %
o Modify Web Application Information...
Staging Location
Modify Disk Locations...
pescrpton w— Modify Context Parameters...
' Modify Tables...
Solution Type: Thin Client
Installed Solutions Add Solutions...
Teamcenter Security Services ldentity Service Web Application Reinstall Solutions...
leamcenter Security Services identity Service Web Application Localization (German)
Generate Deployable File...
Copy ICD Files...
ICD Files Last Copied: <No copy done= View Component Versions...

| o || cancel || wew |

identityServicePassword:

sicheres Passwort eingeben: 1nFodbAA (gleiches wie bei loginservice!!!)

tcsso.LoglLevel

Authentication failures

tcsso.AuthLogDir

c:\pIm\SSO\log

Al authentication avents

| -

None
_Authentication successful
-|Authentication failures

& Modify Context Parameters

- L] X

Context Parameters

Req Mame WValue

[] |webmaster change_me_webmaster_name...

[ ] lidentityProvider com.teamcenter.ss.identity.spi....

[] lidentityServicePassword ‘ PR

[ | |passwordLifetime 30

[ ] |mediatorPassword FEENENNNNIRNRRRENS
| [] |tokenLifetime 600

| | |sessionLifetime G00

[] |tcssoLoglevel All authentication events

[ ] so.AuthLogDir miSSOlog

[ ] |LDAPVersion 3

[ | |PasswordResetEnabled false

[ | |PasswordResetMessage
| ] |GatewayAliasingEnabled false

| | |ReferralsEnabled false

[ | |ReferralHopLimit 5

[ ] [DEBUG WarTi

& Progress X
File generation complete. e
Click OK to continue.
W
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10.2.5 Deploy war-Files

Kopieren
v « plm * web_tier > tss-idservice > deployment
v tss-idservice ~ Name
deployment | | tss-idservice.war *
webapp_root
v « plm * web_tier * tss-loginservice * deployment
v tss-loginservice ~  Name
deployment || tss-loginservice.war *
nach
webapp ~ Name
he- -9.0.1
apache-tomcat-9.0.16 awe
bin docs
conf examples
lib host-manager
“:ng manager
temp ROOT
webapps t
tcc-idservice
work
tss-loginservice
Program Files =
[ | awcC.war
Program Files (x86) [ tewar
ProgramData || tcc-idservice.war
7 Programme || tss-loginservice.war

11. TCServer Manager changes

11.1 tcenvpre.bat
In Ordner C:\pIm\tc12\pool manager\confs\tcprod eine Datei mit folgendem Namen erstellen:
tcenvpre.bat

Inhalt:
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set TC SSO APP ID=tcprod
set TC SSO Service=http://avademol4.hawaii.com:7070/tss-idservice
set TC TMP_DIR=C:\temp\ServerManagerSS0

not exist %TC_TMP_DIR% mkdir %TC_TMP_DIR

Lﬁ{ *Ch\plm\tc1 2\pool_manager\confs\tcproditcenvpre.bat - Notepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
sHHGB I & s D et 2% BEI1EZEEP G
[=] tcenvpre.bat E3 |

1 set TC SSO APP ID=tcprod

set TC_SSO_Service=http://avademold .hawail.com:7070/tss-idservice
set TC TMP DIR=C:\temp\ServerManagerSSO
4 if not exist %TC TMP DIR% mkdir %TC TMP DIR?

wn

12. TCServer Manager changes

12.1 4-tier Client installation auf tccs umstellen

Feature Maintenance

Feature Maintenance

Flease select the feature to configure below and click the Next button,

O Use Configurations and Environments
@ Modify Configurations

Environment Settings for Client Communication System

| S350 App ID 530 Login URL
icprod pitavademio1d hawali com:10080tss-logsendcaetocs

Anpassen:

Name: tcprod

URI: http://avademo14:7070/tc
Tag:

SSO App ID: tcprod
SSO Login URL: http://avademol4.hawaii.com:10090/tss-loginservice/tccs

Kerberos Authentication Settings
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J E Support Kerberos authentication
o @ Use default settings

"R Tameiriet 17 SEMENS — T X

TEAMCENTER

e
guiatean W asmbesi

Client Tag Fitar

Confmation
Exauing

12.2 Richclient 4-tier
Einmal anmelden:

Sollte nun ohne Passworteingabe funktionieren

13. AWC auf SSO umstellen

Datei ,,C:\pIm\tc12\aws2\stage\out\activeworkspace\site\WEB-INF\web.xml“ anpassen Am
besten Firmenwebsite eintragen
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